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More than 30 years in insurance

CRIS [Construction Risk Insurance Specialist] Designation
ARM [Associate in Risk Managementl]

B.S. in Economics

More than 25 years focusing in protecting multifamily -
primarily affordable risks, as well as supportive housing.

Active member of NAHMA [National Affordable Housing
Management Association], member of AHMA-PSW, AHMA-
WA, and Rocky Mountain Heartland AHMA

9-year board member of the NAHMA Educational
Foundation
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Insurance: Why should you care?

HABITATIONAL INSURANCE MARKET:

Current climate and challenges

Distressed “Sellers” market: Reduced number of carriers
writing primary habitational as well as excess liability, and
limited markets willing to write an entire portfolio

Carriers are looking to ensure that properties are insured
}o ctil]rrentk replacement value - so that rates are adequate
or the ris|

Carriers want higher deductibles to manage frequency
claims

Climate/ catastrophe-related losses such as windstorms,
hail, freezing temperatures and wildfires have
significantly affected the property market

whlant

HABITATIONAL INSURANCE MARKET:

Current climate and challenges

Distressed “Sellers” market: Reduced number of
carriers writing primary habitational as well as excess
liability, and limited markets willing to write an entire
portfolio

Physical assaults on premises via strangers or
acquaintances

Claimants quick to litigate

“Nuclear” verdicts re%ularly breach primary limits,
making Excess Liability/Umbrella coverage more
scarce - and expensive

whlant
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HABITATIONAL INSURANCE MARKET:
Current climate and challenges

ADA advocate Claims

.

Fair Housing Claims - i.e. Tenant Discrimination

Habitability Claims

Environmental Claims - i.e. Mold, Meth, Mildew

Employee Injuries
« Trip & Falls

« Lifting

+ Assaults

Cyber Claims - i.e. phishing (creating fake accounts to divert
money from escrow accounts)

Crime - Employee Dishonesty, Fraud, Theft of Resident or
Employer property Al

Building - Covers physical damage to the structure, includi
damage caused by fire, wind, hail and other events

Contents - Covers contents owned by the landlord such as
furniture, appliances, and other personal items used to service
the rental property.

Business Income (aka Loss of Rents) - Reimburses you for
lost rental income if the building becomes uninhabitable due
to a covered loss.

Extra Expense - Pays for necessary expenses incurred to keep
your business running after a covered loss, such as temporary
repairs or relocation costs.

Equipment Breakdown coverage - Covers repair or
replacement costs for systems, elevators, and other
critical equipment.

Water backup and sump overflow coverage - Pays for
damage caused by water backing up through sewers and
drains; as well as overflow from sump pumps

Flood Insurance - Reimbursement for damage caused by
flooding (most standard policies exclude flood coverage)
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Email Spoofing Definition

Email spoofing is a technique used in spam and phishing attacks to trick
users into thinking a message came from a person or entity they know or
trust. In spoofing attacks, the sender forges email headers so that client
software displays the fraudulent sender address, which most users take at
face value.

Users don't realize the sender is forged unless they inspect the header
more closely. If it's a name they recognize, they're more likely to trust it. So
they'll click malicious links, open malware attachments, send sensitive data,
and even wire corporate funds.

Email spoofing is possible due to how email systems are designed. The
client application assigns a sender address to outgoing messages, so
outgoing email servers cannot identify whether the sender address is
legitimate or spoofed.

sAlliant

Spoofing vs. Phishing

Despite sharing some similarities, spoofing and phishing are two distinct
cyber threats with several fundamental differences.

*The goal of is to impersonate someone’s identity, while the goal
of phishing attacks is to steal information.

scams are fraudulent because they involve information theft.
However, spoofing is not considered fraud because the victim’s email
address or phone number is not stolen but rather imitated.

often involves the attacker pretending to be from a trusted
organization, whereas involves changing the sender’s email
address or phone number to impersonate someone else.

is commonly executed with fake websites and data collection
portals. emails can be used to breach system security or steal
user information.
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https://www.proofpoint.com/us/threat-reference/spam
https://www.proofpoint.com/us/threat-reference/malicious-email-attachments

Website Spoofing Explained

@

Scammer copies
(spoofs) the website
of a well-known
business.

V0% o A

The unknowing Scammer steals
victim mistakes the information from
spoofed website the victim without
for the real thing. their knowledge.

Secure Sites Unsecure Sites.

DUTY OF REASONABLE CARE

INDUSTRY SPECIFIC EXPERTISE

Basically, if the property
management organization knows
about a condition that can cause
harm to residents or their guest,
they have a duty to make the
condition safe and warn residents
or their guests about the
potentially dangerous condition

If the property management
company does not do that, they
may have some responsibility if
someone is injured or the victim of
acrime

sAlliant
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LITIGATION AR

MEN

Failure To Anticipate Crimes: f you are aware of a particular
circumstance that may result in crime ~ for example, if an apartment
building is located in or near a high crime area - or know of similar crimes
that have occurred on the property, you are responsible for taking
measures to protect residents and their guests. This may include the
installation of security cameras. and hiring guards;

Failure To Warn; Even if the apartment building does install a security
camera, at the very least they should warn residents and their guest if they
are located in a high crime area;

Failure To Maintain The Premises: The management company has the
responsibility to make sure that the apartment building(s) are kept in good
condition. Sometimes criminals take advantage of things like fauty locks
or windows in order to gain access to the premise. There is a duty to
make sure that these - and other items are properly maintained and
repaired, and;

Inadequate Lighting: If there is not sufficient lighting in parking lots or
hallways, it may put residents at risk. Dark hallways may result in
accident or injury, and dimly lit parking lots may invite the possibility of
crime o injury as well.

] wAlliant
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INVESTIGATION PROCESS

“Do Care for the Injured Person
“Go immediately to the scene of the
accident
Be courteous
“Be businesslike
“Get all essential details
“Report every serious accident by
telephone immediately to

Follow up with
appropriate claims forms.

~Arrange for prompt first aid or medical

care (NOTE: Do not suggest that you
will pay all doctor or hospital bills)

“Inspect the scene carefully
“Get names and addresses of all
employees present and have them
fill out an accident reportat once:
If no employees saw the accident.
have two or more of them inspect
the scene and then fill out an
accident report

If a third party was involved, obtain
their name, address and phone
number.

+Ask the injured person how the
accident happened.

“Note if any surveillance cameras
may have recorded the incident.
-Note and photograph all related
to the incident:

+Floor/Stair surface: isit clean and

Lighting: is the area well lit?
“Tactfully, make note of the.
customer's shoe condition if
slip/trip/fall accident
-Presence of fallen objects.

-Save any objects involved in the
accident.

5/10/2024
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Additional items to note

[

wAlliant

Weather conditions outside

2. Was the resident or guest carrying
anything that could have blocked their
view of travel?

3. Condition of resident/guest (alcohol,
acting erratic)

4. Comments made by other parties
(past injury, medical conditions, etc)

17
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Enter into a dispute with the injured party over the cause of the
accident

Reprimand any employees at the scene

Offer to pay all the medical expenses

Admit responsibility

" Mention insurance

Discuss the incident with

now or later (i

telephone calls!)

Premit photographas to be taken by anyone other than those
investigating the incident for you or the insurance company
or your insurance brokerage representative.

18
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Everyone’s!
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What is wrong with these pictures?

What are the outcomes from a Liability perspective?

What are the outcomes from a Property perspective?
wAlliant

What is wrong with this picture?
I ———
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What is wrong with this picture?

domainsdamain rame com

Sublect AP Facstan Infomiation Dckosure

é National Security Department

What is wrong with this picture?

URL spoofing happens whe ers set up a fraudulent
s or install malw:

What are the consequences if...




Involve anyone who can help

Interview witnesses

Visit the scene

Evaluate the damage

wAlliant
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Work Environment

Since equipment, material, people, and the standard operating procedures
must all exist within a specific physical environment, adverse conditions in the
work environment must be considered in an accident investigation:

™ B -

&
= %A . R
wAlliant
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The Six “W" Questions

ho
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Systems Approach to Incident/Accident
Investigation

Preserve/document the scene.

Collect information. : :\

Determine root causes.

Implement corrective actions.

wAlliant
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Investigation Preparations
Secure the area where the accident
occurred.
Gather preliminary facts from the / Whereth %\
injury/incident report.
X R When? -~ whot N\
Identify witnesses. / y \
Why?
Detail environmental conditions: A\ L y /
temperature, ice, snow, humidity, noise, \wmm
etc. How? i
/
Start a list of the six "W" questions. \ /
wAlliant
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Investigation Process

Control the accident scene. Secure the site and
ensure that medical services have been provided and
that all hazards are being abated

Check the site and circumstances of the incident
thoroughly before anything has been changed or

-
removed. Take numerous photos; include both close- h’ % ]
up images and broad view images that place the close- 1
up images in context (refer to Appendix C of handout). G

After treatment, discuss the incident with the
involved employee(s). Talk with those who saw the
accident and others familiar with the conditions
immediately before and after the incident occurred

wAlliant
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Investigation Process

Reconstruct the events which resultedin the
accident. Consider all possible causes. Look for
the unsafe act as well as the unsafe conditions
which separately, or in combination, were

contributing factors. Wh ?
Ask “Why?" repeatedly. Identifies cause and effect ’
relationships. Each answer forms the basis of the ®

next “why" question.

Determine the root cause of the incident. The
smallest detail may point to the real cause. Ask
"“Why?" repeatedly.

wAlliant
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Determine Root Causes

List the facts in chronological order:
oEquipment
oMaterial
oPeople
oStandard operating procedures
oEnvironmental conditions
Brainstorm with others to draw

conclusions that are supported by
facts.

Often there is more than one root

cause.
wAlliant
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Develop an Action Plan
Develop a SMART. goal and related
Action Plan to correct the hazardous .
or unsafe conditions identified. pECIfIC
Assign persons responsible for each easurable
action. greed Upon
Establish due dates. ealistic
Get management commitment for the .
corrective action plan. ime-Based
Document each action above.
walliant
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For claims caused by or contributed to by

others on our property (contractors)

Always obtain certificates of insurance from vendors and ensure
Ri Sk they are insured to perform work being done

Tl’an sfer Pay special attention to vendors such as pool service, roof work,

landscaping, electrical service work

Strive to have contracts in place and not just work orders. Contracts
offer a greater layer of protection

Have corporate answer questions about contract review and
appropriate indemnification language

Ensure contractors use their equipment and not the apartment's.
Ladders. hand tools, etc.

Track COI's [Certificates of Insurancel for expiration dates

sAlliant
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Q&A

‘ « Megan Davidson,
« Alliant Insurance Services
« First Vice President
« Megan.Davidson@alliant.com
« (206) 954-0950

sAlfiant
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